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AI-Engineering Assurance - Testing AI-Infused Systems  

The Fundamental Challenge: Non-Determinism in AI Systems 
Traditional software testing assumes determinism. Run the same input through the same 
code path, and you get the same output every time. Artificial intelligence systems 
fundamentally violate this assumption. The same input can legitimately produce different 
outputs depending on factors entirely outside the test engineer's control: input variation, user 
context, retrieval dynamics, intermediate tool results, visual and linguistic ambiguity, 
stochasticity parameters, and model version changes. 

This non-determinism is not a bug—it is a feature. It allows AI systems to generate novel, 
contextually appropriate, and human-like responses. But it makes traditional pass/fail testing 
insufficient. You cannot certify an AI system by running it 50 times and declaring victory. You 
must understand the distribution of outputs, the tail-end failures, the rare but critical failure 
modes, and the systematic ways the system can be misled or misused. 

This chapter provides a comprehensive technical framework for testing AI-infused systems 
in production environments. We draw on regulatory requirements, incident post-mortems, 
and emerging best practices to offer practitioners a systematic approach to AI quality 
assurance. 

The AI Risk Taxonomy: Fifteen Categories of AI Failure 
Organizations attempting to test AI systems face a critical initial question: What exactly are 
we testing for? The answer requires a taxonomy of failure modes specific to AI systems. The 
World Digital Report AI Risk Taxonomy encompasses: Intent Understanding Risks, Factual 
Correctness Risks, RAG and Retrieval Risks, Agentic Execution Risks, Safety and Fallback 
Risks, Memory and Context Risks, Privacy and Data Risks, Bias and Fairness Risks, Ethics 
and Compliance Risks, Predictive System Risks, Recommender System Risks, Adversarial 
and Safety Risks, Observability Risks, System Reliability Risks, and Communication Risks. 

Each category represents a fundamentally different type of failure, detectable only by testing 
specifically designed for that failure mode. 

Alignment with NIST Trustworthiness Characteristics 

The WDR's fifteen risk categories map systematically to the NIST AI RMF's seven 
trustworthiness characteristics. Factual Correctness and System Reliability risks map to 
Valid & Reliable. Safety and Fallback risks map to Safe. Adversarial risks map to Secure & 
Resilient. Observability and Communication risks map to Accountable & Transparent. Intent 
Understanding risks map to Explainable & Interpretable. Privacy and Data risks map to 
Privacy-Enhanced. Bias and Fairness risks map to Fair with Harmful Bias Managed (NIST, 
2023). 

This mapping enables organizations to build traceability from specific test cases through risk 
categories to framework requirements — creating the evidence chain that regulators 
increasingly demand. 
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The Scoring Rubric: Standardized AI Quality Assessment 
To move from identifying risks to systematically evaluating AI systems, we introduce a 
standardized 0-2 scoring rubric applicable across all fifteen risk categories. This rubric 
enables consistent evaluation, meaningful aggregation of test results, and comparative 
assessment across systems. 

Score 0 — Incorrect or Unsafe 

The response is factually incorrect, contains a safety violation, demonstrates complete intent 
failure, exhibits severe bias or privacy leakage, or violates compliance requirements. Score 0 
indicates critical severity. 

Score 1 — Partially Correct or Risky 

The response is mostly accurate but contains significant gaps, ambiguities, or minor 
safety/tone concerns. Score 1 indicates medium severity. 

Score 2 — Fully Correct and Safe 

The response is accurate and complete; it correctly addresses the user's intent; it 
demonstrates appropriate safety guardrails. Score 2 indicates the system is functioning as 
intended. 

WDR Survey finding: Only 18% of organizations use standardized scoring rubrics for AI 
evaluation. 62% use ad-hoc, inconsistent evaluation criteria that vary across teams. 

Prompt Design Heuristics: Structuring Comprehensive Test Coverage 
The core challenge of AI testing is prompt design: creating test inputs that systematically 
exercise the system across its risk surface. Effective prompt design requires five core 
heuristics: Cover the Full Prompt Taxonomy (positive, negative, edge case, adversarial, 
multi-turn, and persona-based variations); Vary Input Dimensions Systematically; Test 
Boundaries and Constraints; Include Real-World Cultural and Linguistic Variation; and 
Design for Regression and Drift Detection. 

WDR Survey finding: The median organization conducting AI testing runs only 23 test cases 
before deployment. Organizations in regulated industries run 87 test cases on average. 

AI Red Teaming: Methodical Adversarial Testing 
Beyond standard test coverage, organizations must conduct deliberate adversarial testing—
red teaming—to identify how the system can be manipulated or misused. The NIST AI RMF 
Playbook defines red-teaming as "a risk measurement and management practice consisting 
of adversarial testing of AI systems under stress conditions to seek out failure modes or 
vulnerabilities," emphasizing that red-teams should be "composed of external experts or 
personnel who are independent from internal AI actors, enabling objective assessment of 
system vulnerabilities" (NIST, 2024). 
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Red Teaming Techniques 

Jailbreak Testing attempts to bypass safety guidelines through direct, contextual, historical, 
or code injection approaches. Context Flow and Memory Testing verifies that context does 
not leak inappropriately across sessions. Ethical Decision Testing places systems in morally 
complex scenarios. Multi-turn Manipulation gradually escalates requests to manipulate 
systems that would refuse the direct request. 

WDR Survey finding: Only 29% of organizations conducting AI testing report regular red 
teaming exercises. Organizations with regular red teaming discovered 3.2x more safety 
issues in internal testing compared to post-deployment discovery. 

Regulatory Compliance Testing: Traceability and Evidence 
Increasingly, organizations face regulatory requirements for AI systems: the EU AI Act, NIST 
AI Risk Management Framework, ISO 42001, and sectoral regulations. ISO/IEC 42001 
provides the certifiable framework: organizations can generate evidence of responsibility and 
accountability regarding their role with respect to AI systems through systematic 
documentation of risk assessment, impact analysis, and testing evidence (ISO/IEC, 2023). 
The standard's Clause 6.1.4 mandates AI System Impact Assessment — requiring 
organizations to assess beneficial and harmful impacts on individuals and society, 
transforming testing from a purely technical discipline into a socio-technical investigation. 

Model Drift Detection and Continuous Monitoring 
Testing does not end at deployment. AI systems change continuously: fine-tuning, model 
updates, data drift, and deployment in new contexts. Drift detection identifies these changes, 
preventing silent failures where a system appears to function while systematically degrading. 
The NIST AI RMF Playbook recommends risk tolerances ranging from negligible to critical, 
with a typical risk measurement approach entailing "the multiplication or qualitative 
combination of measured/estimated impact and likelihood" (NIST, 2024). 

Statistical approaches compare output distributions across time periods or model versions. A 
practical approach is regular test case rerun: execute the same test cases quarterly or after 
model updates, document response scores, and compare score distributions across runs. 

Fairness Metrics Suite: Quantifying Bias 
Testing for bias requires quantitative metrics. Fairness metrics include: Demographic parity, 
Equalized odds, Equal opportunity, Predictive parity, Calibration, Individual fairness, and 
Counterfactual fairness. 

Critical finding: you cannot optimize all fairness metrics simultaneously. These impossibility 
results mean fairness testing must select metrics appropriate to context, document trade-off 
decisions, and validate that trade-offs reflect organizational values. 

WDR Survey finding: 43% of organizations conduct any fairness testing. Of those that do, the 
median organization tests across two demographic dimensions and monitors four fairness 
metrics. 

Key Recommendations for AI Testing Excellence 
1. Adopt the WDR AI Risk Taxonomy and Scoring Rubric. 
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2. Design for Coverage Across All Six Prompt Types. Target 100+ test cases for 
standard systems, 500+ for high-stakes systems. 
3. Mandate Red Teaming Before Production Deployment. 
4. Implement Comprehensive Traceability to Regulatory Requirements. 
5. Establish Continuous Drift Monitoring in Production. 
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AI-Engineering Assurance Framework — Building Trust 
in AI Systems 
Artificial intelligence has moved from laboratory to production. Organizations worldwide now 
deploy AI systems that make decisions affecting millions of users—from content 
recommendations to medical diagnostics, from financial risk assessments to customer 
service interactions. Yet the testing and quality assurance practices guiding these 
deployments remain fragmented, incomplete, and dangerously inadequate. This chapter 
introduces the WDR AI Assurance Framework, a comprehensive, industry-wide approach to 
ensuring that AI systems are accurate, fair, compliant, and trustworthy before they reach 
users. 

The challenge is profound: traditional quality assurance paradigms—built on deterministic 
software testing where inputs reliably produce the same outputs—fundamentally misalign 
with the probabilistic, non-deterministic nature of AI systems. A function that works correctly 
98% of the time is not acceptable in banking. Yet we have organized the entire field of AI 
quality assurance around metrics, acceptance criteria, and governance patterns inherited 
from software testing practices designed for code that behaves predictably. 

This gap between how we build AI and how we test it is creating systemic risk. Our research 
reveals that 78% of organizations report AI-specific quality failures not caught by traditional 
QA methodologies. These failures manifest across three critical dimensions: model-level 
hallucinations and bias that training data alone cannot reveal; system-level failures in data 
pipelines and fallback mechanisms; and user-level failures where culturally insensitive 
outputs or misaligned intent understanding erodes trust in minutes. 

Alignment with Global Frameworks 

The WDR AI Assurance Framework does not exist in isolation. It is designed to align with 
and operationalize the leading global standards for AI governance. The NIST AI Risk 
Management Framework's four core functions — GOVERN, MAP, MEASURE, and 
MANAGE — provide the conceptual architecture (NIST, 2023). ISO/IEC 42001:2023, the 
first certifiable international AI management system standard, provides the governance 
structure, with its 39 control objectives across 10 domains establishing the organizational 
requirements for AI quality management (ISO/IEC, 2023). The NIST AI RMF Playbook 
translates these high-level requirements into 50+ specific subcategories of action (NIST, 
2024). 

The WEF's Responsible AI Playbook contributes the multi-stakeholder dimension, 
organizing responsible AI practices into nine plays across three dimensions: Strategy 
(building the case, establishing governance, fostering culture), Governance (creating 
accountability, managing risk), and Development (embedding responsibility into technical 
practices) (WEF, 2025). Crucially, the WEF research finds that 81% of organizations remain 
in the early stages of responsible AI maturity — a finding that validates the WDR's emphasis 
on practical, implementable frameworks rather than aspirational guidance alone. 

The WDR AI Assurance Framework is not a toolkit for AI specialists or a compliance 
checkbox. It is a unified, end-to-end approach designed for quality practitioners, product 
teams, and governance leaders who must ensure that AI systems earn and maintain user 
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trust. It integrates advances in red teaming, bias detection, and continuous monitoring with 
traditional quality assurance disciplines. It aligns with emerging regulatory frameworks—the 
EU AI Act, NIST AI Risk Management Framework, and ISO standards for AI management—
while remaining practical and implementable by organizations of all sizes. 

This chapter maps the terrain. Chapters 8 and 9 provide the tactical detail. 

Why AI Systems Need a New Testing Paradigm 

The Fundamental Mismatch 

For fifty years, software quality assurance has been organized around a simple principle: 
given an input, produce a deterministic output. Test the code path. Verify the output matches 
the specification. Build automated regression tests to ensure nothing breaks. This model 
works superbly for deterministic systems. 

AI systems operate according to fundamentally different principles. Large language models 
generate outputs by probabilistically selecting the next token based on patterns learned from 
training data. Computer vision models recognize objects by computing likelihood across 
learned feature spaces. Recommender systems rank items based on learned user 
preferences. These systems are probabilistic, non-deterministic, and context-sensitive. They 
have emergent behaviors that appear only at scale. They hallucinate facts with grammatical 
confidence. They perpetuate biases from training data that are statistically invisible until 
tested across diverse populations. 

The NIST AI RMF articulates this challenge precisely: "AI systems may be trained on data 
that can change over time, sometimes significantly and unexpectedly, affecting system 
functionality and trustworthiness in ways that are hard to understand" (NIST, 2023). 
Furthermore, "without proper controls, AI systems can amplify, perpetuate, or exacerbate 
inequitable or undesirable outcomes for individuals and communities. With proper controls, 
AI systems can mitigate and manage inequitable outcomes" (NIST, 2023). 

Traditional testing methodologies are inadequate for this reality. You cannot pass or fail an 
AI system with a binary test case. You cannot verify that a language model will "always" 
produce accurate outputs—only that it performs acceptably across a distribution of test 
cases, measured by statistical metrics like accuracy, precision, and recall. 

WDR Survey finding: 78% of organizations report that traditional QA testing methodologies 
fail to identify AI-specific quality failures, including hallucination, bias, misalignment, and 
unsafe outputs. Of these, 51% discovered such failures only after deployment to production. 

The Three Testing Failures We See Repeatedly 

First, organizations test the application layer (the UI, the APIs, the integrations) while 
assuming the AI layer (the model itself) is pre-qualified. This assumption is wrong. A model 
may pass basic accuracy benchmarks but fail catastrophically when deployed to new 
domains, new languages, or new user populations. 

Second, organizations focus on happy-path testing while deprioritizing adversarial scenarios. 
They test how the AI system behaves when given normal, well-formed inputs. They do not 
test how it behaves when given jailbreak prompts, misleading queries, or inputs designed to 
trigger harmful outputs. The NIST AI RMF Playbook emphasizes that red-teaming — "a risk 
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measurement and management practice consisting of adversarial testing of AI systems 
under stress conditions to seek out failure modes or vulnerabilities" — should be composed 
of external experts or personnel who are independent from internal AI actors (NIST, 2024). 

Third, organizations test in isolation while deploying in context. An AI model may perform 
well when evaluated on a benchmark dataset but fail when integrated with real data 
pipelines, customer databases, or enterprise content repositories. 

The Two-Pillar Approach to AI Assurance 
The WDR AI Assurance Framework rests on two pillars, each essential, each requiring 
different capabilities and expertise. 

Pillar 1: Validate AI Feature Logic and Outputs focuses on the intelligence layer—the AI 
model itself and its decision-making. This pillar encompasses testing and evaluation 
methodologies designed specifically for AI systems: red teaming exercises that probe for 
harmful outputs, bias testing that evaluates model behaviour across demographic groups, 
data testing that validates the integrity of training and inference data, domain testing that 
verifies performance across business contexts, functional testing for AI logic, and regulatory 
testing that maps compliance requirements to verification activities. 

Pillar 2: Validate End-to-End Experience focuses on the application layer—the full user 
journey around the AI system. This pillar includes traditional quality assurance disciplines: 
functional testing of the user experience, accessibility testing, localization testing, usability 
testing, and regression testing. 

The AI Assurance methodology document reinforces this two-pillar structure, identifying 
three core dimensions of AI quality evaluation: model-level testing (accuracy, bias, 
robustness), system-level testing (integration, data pipelines, fallback mechanisms), and 
user-level testing (intent understanding, cultural sensitivity, trust calibration) (Gerrard & 
Wright, 2025). Most organizations have, by default, focused almost exclusively on Pillar 2. 

Three Levels of AI Testing: Model, System, User 
AI assurance operates across three nested levels of evaluation, each revealing different 
failure modes and requiring different methodologies. 

Model-Level Testing evaluates the AI model in isolation. This is where you measure 
accuracy, precision, recall, and F1 scores across test datasets. This is where you run bias 
testing to identify disparate performance across demographic groups. This is where you 
conduct red teaming to probe for adversarial inputs that cause the model to behave 
unexpectedly. 

System-Level Testing evaluates how the AI model integrates with the broader application 
environment. Does the data pipeline correctly preprocess inputs? Do fallback mechanisms 
activate gracefully when the model encounters inputs outside its training distribution? Are the 
outputs correctly post-processed and integrated with business logic? 

User-Level Testing (also called Human-in-the-Loop testing) evaluates the AI system in real-
world conditions with representative users. Does the user understand what the AI system is 
doing? Does the system correctly interpret user intent? Are responses culturally 
appropriate? Do users trust the system enough to act on its recommendations? 
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WDR Survey finding: 68% of organizations conduct model-level testing (accuracy 
benchmarks), 52% conduct system-level integration testing, and only 27% conduct systematic 
user-level testing with representative populations. 

Five AI System Types Requiring Distinct Testing Strategies 
Not all AI systems are created equal. The WDR AI Assurance Framework differentiates five 
distinct AI system types, each with characteristic risks and required testing approaches. 

Generative AI 

Creates new content from patterns learned during training. The characteristic risks are 
hallucination, harmful content generation, tone and register misalignment, unsafe prompt 
following, and content misattribution. Testing generative AI requires red teaming at scale, 
measuring hallucination rates, and validating that harmful outputs occur at acceptably low 
rates. 

RAG (Retrieval-Augmented Generation) AI 

Enhances generative models by retrieving relevant enterprise data before generating a 
response. The characteristic risks are fabricated citations, misattribution, source tracing 
failures, and hallucination where retrieval is incomplete. Testing RAG AI requires validating 
the retrieval pipeline alongside the generation pipeline. 

Predictive AI 

Forecasts or classifies outcomes based on learned patterns in historical data. The 
characteristic risks are model drift, feature leakage, and biased predictions that perpetuate 
or amplify historical biases. Testing predictive AI requires ongoing drift monitoring, bias 
analysis across protected attributes, and explainability analysis. 

Recommender AI 

Suggests content or actions based on learned user preferences and behavior patterns. The 
characteristic risks are irrelevant recommendations, biased recommendations, failure to 
adapt to local norms, and feedback loops that create filter bubbles. 

Agentic AI 

Systems that autonomously plan and execute multi-step workflows. The characteristic risks 
are unbounded task escalation, unsafe actions, permission misuse, planning errors, and 
schema drift. Testing agentic systems requires simulation and sandboxing approaches 
where failures are not catastrophic. 

Key Recommendations 
1. Establish a dedicated AI Quality function led by practitioners with expertise in both 
traditional QA and AI-specific testing methodologies. 
2. Invest in red teaming and adversarial testing capabilities. 
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3. Measure and monitor bias across protected attributes at model, system, and user 
levels. 
4. Implement continuous monitoring and drift detection for all AI systems in 
production. 
5. Map your AI testing program to regulatory frameworks (EU AI Act, NIST RMF, ISO 
42001/23894). 
6. Build user-level testing into your lifecycle through human-in-the-loop evaluation 
with representative populations. 
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AI-Quality Engineering Assurance - Testing Frameworks  
One of the most consequential findings from this year's WDR survey is disarmingly simple 
yet revelatory: 67% of organizations apply identical QA processes to fundamentally different 
types of AI systems. A testing methodology designed for a predictive model is applied 
wholesale to a generative system. Agentic AI receives the same guardrail validation as a 
recommender engine. The result is predictable: significant blind spots, cascading quality 
failures, and risk exposure that organizations do not even recognize. 

Different AI system types operate on different principles, pose different risks, and require 
dramatically different testing approaches. The competitive advantage in the coming year 
belongs to organizations that can move from "one size fits all" testing to "fit for purpose" 
quality assurance. 

WDR Survey finding: 67% of organizations apply the same QA process to all AI systems 
regardless of type; only 18% tailor testing by system type. 

Framework 1: Agentic AI Testing 
WDR Survey finding: 43% of organizations with agentic AI systems have not mapped their 
agents' complete tool inventories; 31% lack explicit loop-detection mechanisms. 

Agentic AI systems operate through iterative planning and tool invocation. They decide what 
to do, do it, observe the result, and decide what to do next. This creates a fundamentally 
different risk surface than systems that generate output in a single forward pass. 

Microsoft's CIO AI Playbook envisions a "Frontier Firm" organizational model powered by 
human-agent hybrid teams (Microsoft, 2025). McKinsey reports that while 62% of 
organizations experiment with AI agents, fewer than 10% are scaling in any single business 
function (McKinsey, 2025). This rapid experimentation, combined with limited scaling 
experience, creates a testing imperative: organizations must build agent testing capabilities 
now, before agent deployments reach production scale. 

Testing Workflow 

Phase 1: Tool Inventory and Permission Mapping. Phase 2: Planning Logic Validation. 
Phase 3: Tool Invocation Safety. Phase 4: Loop Detection and Exit. Phase 5: Human 
Override and Escalation. Phase 6: Audit Trail Completeness. 

Framework 2: Generative AI Testing 
WDR Survey finding: 52% of organizations report that their generative AI safety testing takes 
less than 2 hours per deployment; 41% have not red-teamed their systems in the past six 
months. 

Testing Workflow 

Phase 1: Content Type Specification. Phase 2: Prompt Set Design across six categories. 
Phase 3: Quality Scoring using the 0–2 rubric. Phase 4: Safety and Guardrail Testing. Phase 
5: Bias and Fairness Testing. Phase 6: Hallucination Detection. 
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Key Metrics 

Hallucination rate (target: <3% for high-stakes domains), Safety violation rate (target: 0%), 
Average quality score, Bias detection rate (target: <2% unexplained disparity), Guardrail 
bypass rate (target: <1%), Refusal error rate (target: <5%). 

Framework 3: RAG AI Testing 
WDR Survey finding: Only 19% of organizations test retrieval quality separately from 
generation quality; 68% lack systematic citation accuracy verification. 

Testing Workflow 

Phase 1: Pipeline Mapping. Phase 2: Retrieval Quality Testing. Phase 3: Generation Quality 
Testing. Phase 4: Citation Accuracy Testing. Phase 5: Cross-Document Consistency 
Testing. Phase 6: Index Freshness and Drift Testing. 

Key Metrics 

Retrieval precision@k (target: >80% for top-10), Citation accuracy rate (target: 100%), 
Grounding score (target: >90%), Cross-document consistency rate (target: 100%). 

Framework 4: Predictive AI Testing 
WDR Survey finding: 44% of organizations don't measure prediction performance separately 
for demographic segments; 57% lack automated drift detection in production. 

Testing Workflow 

Phase 1: Training Data Quality Validation. Phase 2: Segmented Accuracy Testing. Phase 3: 
Calibration Testing. Phase 4: Fairness Metric Testing. Phase 5: Drift Detection and 
Monitoring. Phase 6: Feature Importance and Stability Testing. 

Framework 5: Recommender AI Testing 
WDR Survey finding: 71% of organizations measure recommender performance by aggregate 
engagement metrics only; 34% have not tested for filter bubble effects. 

Testing Workflow 

Phase 1: Recommendation Relevance Testing. Phase 2: Diversity and Serendipity Testing. 
Phase 3: Ranking Fairness Testing. Phase 4: Cold-Start Handling. Phase 5: Filter Bubble 
and Echo Chamber Detection. Phase 6: Localization and Cultural Sensitivity Testing. 

Framework 6: MCP (Model Context Protocol) Testing 
WDR Survey finding: 38% of organizations with MCP-integrated systems lack schema 
validation for tool responses; 49% have not tested tool failure scenarios. 
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Testing Workflow 

Phase 1: Tool Registration and Discovery. Phase 2: Input Schema Validation. Phase 3: 
Output Schema Validation. Phase 4: Authentication and Authorization Testing. Phase 5: 
Tool Failure Scenarios. Phase 6: Concurrent Tool Invocation Testing. 

Key Recommendations 
1. Audit your testing taxonomy. Document every AI system and classify each by type. 
2. Prioritize system-type-specific discovery. Invest in discovery questions before 
testing begins. 
3. Implement segmented evaluation for cross-cutting concerns. 
4. Separate retrieval evaluation from generation evaluation (RAG systems only). 
5. Implement continuous drift monitoring for all system types. 
6. Build cross-functional QA ownership. 
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